LENNART BREDBERG

Al Governance, IT & Information Security Consultant

Incident Response Manager | Senior Program & Project Manager

lennart@airisknavigator.com | +46 70 616 1963
linkedin.com/in/lennartbredberg | lennartbredberg.com

PROFESSIONAL PROFILE

For more than 30 years, | have been the person organisations turn to when they need to untangle mixed
signals and simplify confusing processes. With global experience in IT program and project management
— and a strong passion for compliance, strategy, risk, and security — | have consistently delivered
measurable results across both public and private sectors.

| specialise in identifying improvement opportunities and aligning security and compliance initiatives with
commercial objectives. In recent years, | have expanded my focus to include Al Governance, Risk, and
Compliance (Al GRC), recognising its critical role in ensuring responsible and ethical Al deployment.
Throughout my consultancy and leadership roles, | have contributed to multiple IT/OT development
initiatives in NIS2-regulated industries and sectors.

CORE COMPETENCIES

» NIS2 / Cybersékerhetslagen » 1SO 27001 / 9001 / 14001 / 42001 | » EU Al Act

» Al Governance, Risk & Compliance | » Incident Management & Response | » Supply Chain Risk Management

» IT/OT Integration (IEC 62443) » Data Protection / GDPR > Lean Six Sigma Black Belt
> Project & Program Management » Business Development & GTM » Market Positioning & Innovation
Strategy

> DORA (Digital Operational
Resilience)

PROFESSIONAL EXPERIENCE

TRIPLE Z MANAGEMENT AB | Sweden | 2016 — Present
Founder & Business Owner

Registered trademarks: Risknavigator™ and Al Risknavigator™ — strategic consultancy platforms focused
on Information Security, Data Protection, and Al Governance, Risk and Compliance.

SYNDIS (via IT-Sakerhetsbolaget) | Stockholm & Reykjavik | Aug 2025 — Present
Compliance & Security Consultant
Assignments spanning GDPR, NIS2/Cybersakerhetslagen, DORA, CSIRT, Information Security, Data
Protection, and Al GRC.
NIS2 / Cybersikerhetslagen
e GAP and risk analysis across OT, IT, and IAM domains.

e Project Manager — developed NIS2 roadmap and compliance tracker for both important and essential
entities.

e Implemented prioritised measures including new incident and reporting procedures.



e Developed and implemented policies, guidelines, and procedures referencing ISO 27001 and NIS2.

e DORA (Digital Operational Resilience Act) compliance advisory and gap assessments for financial sector
clients.

Information Security, Data Protection & Quality Assurance

e Developing and implementing Integrated Management Systems (IMS) based on ISO 27001 and ISO 9001
as preparation for certification adapted also for DORA requirements.

e vCISO (CISO-as-a-Service) for multiple clients.
e Data Protection Consultant and external DPO (DSO).
Al Governance, Risk & Compliance

e Specialist advisory on Al GRC and its interaction with traditional information security and data
protection frameworks.

ATEA SVERIGE AB | Stockholm, Sweden | Sep 2020 — Jul 2025

Chief Consultant Security, Al & Information Security | IRT Lead

Appointed to build and lead Atea Sweden’s national Incident Response Team (IRT) from the ground up.
Responsible for establishing the full operational IR function with 15 consultants and experts — including
recruitment, onboarding, strategic and operational framework design, and delivery of a mature, scalable
incident response capability.

Key Responsibilities & Achievements

e Designed Atea’s internal GTM playbook for incident response services, including pricing models, service
tiers, and value messaging.

e Ensured alignment with NIS2 Directive requirements by incorporating mandatory reporting timelines,
coordinated vulnerability disclosure, and incident handling obligations.

e Customer assignments within Incident Response, Information Security, and Data Protection across
public sector, municipalities, utilities (energy & water), and manufacturing (IT/OT).

e NIS2 planning, preparation, and implementation engagements.
e |SO/IEC 27001 ISMS advisory and GAP/risk assessments.

ASSA ABLOY AB | Stockholm, Sweden | Sep 2019 — Apr 2020
Data Protection / GDPR Specialist

Ensured data protection compliance in the roll-out of a new global HRIS involving 70+ countries.

AHLSELL AB | Stockholm, Sweden | Oct 2017 — Aug 2020

Senior Project Manager — EU GDPR Strategy / Data Protection Manager / Interim CISO
e Led the GDPR strategy program, ensuring full compliance across the organisation.
e Served as Data Protection Manager and Interim CISO during critical transition periods.
e Senior Advisor on Data Protection and Information Security (2019-2020).

HUSQVARNA GROUP | Global | Jan 2017 — Jun 2018
Information Security Consultant & EU GDPR Program Manager

Senior Program Manager responsible for a company-wide global programme to ensure compliance with
the EU General Data Protection Regulation (GDPR).

SANDVIK MINING & ROCK TECHNOLOGY | Amsterdam, Netherlands | 2012 — Aug 2016
Strategic Projects & Programs — IT/OT and Supply Chain Management

e Evaluated manufacturing capabilities (people, IT/OT systems, processes, infrastructure), executing
Continuous Improvement and security initiatives based on Lean Six Sigma (2015-2016).

e Strategic IT Program Director — managed multiple IT projects aligning across several programmes (2013—
2015).

e [T Project Portfolio Manager — key contributor establishing the PMO at Sandvik Mining (2012—-2013).

SANDVIK IT GLOBAL SHARED SERVICES | Sweden | 2010 — 2012
Senior Project Manager



Managed global IT programs and projects across the full lifecycle. Responsible for strategic risk and
security-related projects across global sites. Applied Agile (Scrum, Kanban) and waterfall (PROPS)
methodologies.

EARLIER CAREER

2009 - 2010 Risknavigator™ Ltd, London, UK
Senior Management Consultant

2004 - 2009 Confidence International, Stockholm, Sweden
Senior Security Consultant

2001 - 2004 AESP Sweden, Uppsala, Sweden
Country Manager

1994 - 2001 Gefle Varv / BEAB, Stockholm & Gavle
Founder & Business Owner

1992 - 1994 Exact Holding, Sandviken & Soviet Union
CEO

1987 — 1992 Nordea, Sandviken, Sweden

Bank Director & Branch Manager

EDUCATION & CREDENTIALS

Bachelor of Science (BSc) — Business Administration & Marketing
Uppsala University, Sweden | 1983 — 1987

Certified Lean Six Sigma Black Belt
Sandvik Mining, Stockholm, Sweden | 2015 — 2016




